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Guide on how to use Cryptshare”

Send messages and files securely

The Cryptshare® Web application allows you to easily and securely exchange sensitive
information by storing encrypted files* and messages on your Cryptshare server. The files can
be retrieved with a password. The server informs the recipient and sender about the operations
on the server enabling you to keep on top of what is going on with your data.

When you configure Cryptshare for the first time your identity is authenticated via your e-mail
address. This verification is valid for a typical maximum period of 30 days, although this is a
configurable setting. After that time, you are required to verify again when logging in.

When you change your e-mail address you need to verify again. You are recommended to set
a password of at least eight alphanumeric characters but password rules are also configurable
and may be varied by policy rules and due to classification of your data.

To illustrate the functionality of the Cryptshare web application, the following two procedures
are explained below:

1. Procedure when providing files: pages 3 - 10
2. Procedure when retrieving files: pages 11 — 12

Release Notes
Please find information on release notes and new product features in our partner area here:
https://login.cryptshare.com/

*as of 10/2017 Cryptshare uses a 256 Bit AES Encryption.
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Procedure when providing files
The steps needed to exchange information are explained in the screen masks.

Use a browser of your choice and go to the Cryptshare web application on:
https://demo.cryptshare.com

You will see the following start page:

QCryptsharé
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If you want to send data to another person, click on 'Provide'. If you have received
a Transfer-ID and want to download the files, click on 'Retrieve’.

Provide EEUEE

OCryplsf'a.’:c'
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Personal Data

Please provide your contact details. The system will send this data to the recipient
of your message to allow them to get in touch with you.

Name

John Doe

Phone

+49 389130

E-Mail

john.doe@cs4dotest.com

et‘.‘rypt-_--'-f.. é
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E-Mail Address Verification

An e-mail containing a verification code was sent to john.doe@cs4otest.com.
Please enter the code below to complete the verification process.

Verification

QCrypt-_-'-f.‘:.,
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Start your e-mail programme (e.g. MS Outlook)

Go to your inbox

3. Open the e-mail of the sender ,noreply@cryptshare.com” that was sent to you
automatically

n

4. Enter the|verification codelin your browser
5. Click on ,Verify” (see "Step 3")
OCryptshare’
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Verification

Dear Sir or Madam,
Y ou are about to initiate a transfey using https A/MFL/.

The system requires a verificafion of this e-mail address.
To proceed, please copy and paste the following code into the vernification page in your browser. 2943240d75

Verification Code Instructions

1. Copy the verification code info your clipboard

2943240d75
2. Switch back to the Cryptshare verification page

3. Paste the venfication code into the page and click 'Verify'

For further information please follow this Enk- Cryptshare Documentation

This message has been generated sutomatically.
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Personal Data

Send as John Doe (john.doe@cs4otest.com) G x

Recipients

Enter the e-mail addresses of the recipients. You can insert e-mail lists from
external sources using the clipboard.

To

2 qill bates@cs4otest. com *

o(:rypl:-f-f:.L.
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Add confidential message

Besides the notification to the recipients you can add an additional confidential
message to this transfer. The recipients will receive this message as an additional
file attached to this transfer.

Confidential Message x

X Edit ¥

Add Files

The maximum transfer volume is 2,0 GB

Browse

General Market Development. pptx x
Image Video.mp4 x
Reviewed Numbers xIsx x
Business Plan.docx x

Hint:

With Cryptshare you have the choice of shipping files securely and/or transferring a message
encrypted. For the latter click on the symbol next to , Add a Confidential Message*, enter your
message and click on ,, Save“.
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Transfer Options
Expiration Date Recipient | ge

02, Mar 2018 English v

Notification Options

¢ Send me a notification mail about this upload

[¥ Inform me as soon as a file has been retrieved
[ Expose filenames in notification mails

Password Security

Please write down this password or copy it to the clipboard in order to give it
to the recipients afterwards.

Password
Don't set a password
@® Generate password SI0I0NS
O Enter password
eCrypt-_--:-f.;:.;
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* To secure your transfer you can choose from several password options:

1. The option Don’t set a password enables the sender and the recipient to exchange large
files very easily without having to exchange passwords. Nevertheless, the data is
transferred fully encrypted. However, the level of security is lower, since anyone gaining
access to the notification e-mail, has access to the files.

2. Alternatively, you can have the system generate a secure password for you. (Write down
or save this password, it will not be stored anywhere.)

3. Orenter a password of your choice.

Please note: Share your password with the recipient via telephone or SMS, otherwise they will
not have access to the documents and/or message.
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Recipient Notification

Subject

iles (5) rom John Doe: Reviewed Numbers xIsx Business Plan

Dear Sir or Madam

Confidential data has been sent to you by John Doe. You can doy
until 02, Mar 2018. After the expiration date has exfeeded the data
d automatically from the server.

The transfer is secured by encryption

m @® | Start Transfer »

of.‘rypl-;

4.0.0 licensed for befine Selutions AG - Marketing

2018 befine Salutions AG

QCryptsha‘re‘

Making e-mail bettar

Files are being uploaded

The files you selected are now being transferred to the Cryptshare Server. The
recipients will be informed.

Time remaining - 00:01:31 - Speed : 6MB/s

ocryph are
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Summary

After all files were uploaded, you can see all details about the transfer in an overview.

This window is shown, while the transfer is still being encrypted on the Cryptshare server.
When it comes to large files, this may take a while. In the meantime, no other action may be
carried out in this window. But you may close it.

QCryptshare’
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encrypted. The participants of this transfer will be notified. This is a
summary of your transfer. All file names and options that you have

| - The upload has completed successfully and the files have been
selected will be shown in this screen.

Confidential Message

Using the link below you can dewnload the confidential message you have written
as an EML file

» Confidential Message

Files
» Reviewed Numbers xlsx
= General Market Development.pptx
» Image Video.mp4
+ Business Plan.docx

« Confidential Message.eml

Recipients

« gill.bates@cs4otest.com

Transfer Options

» You will receive an e-mail notification when a recipient retrieves the files of
this transfer.

+ An e-mail notification with the transfer details was sent o
'john.doe@cs4otest.com’

= The file names of the provided files in this transier will be mentioned ip/e-
mail notifications.

« The languages for the recipients of this transfer is set to Engligh.

Begin New Transfer »

ﬁ(‘.‘rypt:--»...L
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Procedure when retrieving files

When you receive a Cryptshare transfer you are notified by e-mail. It includes details about the
sender and a link to retrieve the files:

0 Cryptshare
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Tracking ID: 20120502 112937 5d2721ad

Sender Name ot Dog Download Files
Fhone +49 761389130 Available unil 13, May 2018
E-Mail john.doe@cs4otest.com

Password: Please contact the sender.

Dear Sir or Madam,

Confidential data has been sent to you by John Doe. You can download the data until 13, May 2018. After the expiration date has
exceeded the data will be deleted automatically from the server.

The fransfer is secured by encrypfion.

Transfer Details Files in this Transfer

To: Gill. Bates@cs4otest.com R N A

General Market Development pptx

Downlosd Link: sh hePid=dTTTTI7ebS Business Plan.docx

Image Video.mp4

Confidential Message eml

For further information pleese follow this ink: Cryptshare Documentation

This message has been generated sutomatically

o Cryptshare
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Receive Transfer

This is the download area. Please enter the Transfer ID and the password for the
transfer you want to receive.

Transfer ID

d777737eb5

Password

©cryptora

4.0.0.0 licensed for Befine Solufions AG
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Download Transfer Files

Your confidential data from john.doe@cs4otest.com.

Download all files as ZIP =209,8 MB ®

Reviewed Numbers_xisx 39,1 KB
General Market Development. pptx 7,6 MB

Business Plan.docx 21,0 MB

Image Video.mp4 181.2 MB

Confidential Message.eml 1,1KB L

!EEEE

Finish

OCrypl haré
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When the sender has activated this option, he will be informed about the retrieval of the files
automatically by e-mail.
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Terms of Use for the communication via Cryptshare®— an
Example:

1. Purpose of the communication via Cryptshare

For the secure electronic exchange of information with third parties, in particular with their
business partners, the COMPANY uses the web application Cryptshare. The Cryptshare web
application is not an e-mail programme. The application simply takes over the function of an
electronic mail account. The senders provide their information on the system for retrieval.
The recipients are informed by the server via e-mail about the files ready for them to retrieve.

2. Restricting the content of the communication

The communication via Cryptshare exclusively serves the purpose of exchanging confidential
information. Information regarded as confidential in the sense of this regulation include
information:

¢ that are the subject of trade secrets of the COMPANY
¢ that are subject to occupational and commercial secrecy of third parties
e that are personal data in the context of the General Data Protection Act considered
worth protecting.
The COMPANY does not accept any legal transaction statements or contracts via Cryptshare
without prior agreement.

3. Confidentiality and Data Security
To protect data from unauthorised attention and to ensure confidentiality:

» Storage of data on the Cryptshare system and the transfer of data (transfer when providing
and retrieving data) is carried out encrypted.

P> Access to each file put on the Cryptshare server is protected by an individual password.

The method that is used for the encryption corresponds to the recognised highest technical
standards. When retrieving the files, they are not immediately erased from the Cryptshare
system, but they remain there until the scheduled expiry date for further retrievals (figure 4
Arrival/Delivery of information / timely data retrieval).
As of DATE — COMPANY

The addressee / user must make sure that the delivered password is not accessible by
unauthorised persons.

4. Delivery of Information and Timely Data Retrieval

Files transferred to Cryptshare are regarded as delivered to the addressee after successful
retrieval (download). It is the addressee's responsibility to make sure to retrieve the files
provided for him in time. The COMPANY points out that the files provided via Cryptshare can
only be retrieved for 10 calendar days. The retrieval period starts once the files are available
on the Cryptshare server.

5. Logging
The following operations are logged as part of the communication (data exchange):
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Sender:

« Date and time when files are stored on the Cryptshare system

» E-mail address of the sender and the receiver

» The complete file name of the stored file

* The file size in megabyte

* An internally automatically assigned file identification (for authentication of files)
Receiver: (by their e-mail address)

» Date and time when files are stored on the Cryptshare system

* The complete file name of the retrieved file

« The file identification automatically assigned by the system to the file storage

This logged data is deleted at the earliest after 91 days and no later than 120 days.

6. Liability

The COMPANY assumes no liability whatsoever for disturbances or problems with the
communication via Cryptshare which lie outside their area of responsibility. In addition, the
liability of the COMPANY for interference / communication problems, insofar as it does not
concern the violation of life, body or health, is limited to intent and gross negligence.

7. Changes concerning the communication via Cryptshare

The COMPANY is not obliged to maintain the communication capability via Cryptshare.
Changes due to changes in legal, technical or other general conditions are possible at any
time.

8. Customers of the COMPANY

The data transfer can be used to the same extent for the customers of the COMPANY. The
customer simply goes to https://cryptshare.customer-example.com, uploads his files and
enters his co-workers e-mail address.

Thanks to this added value, larger amounts of data can be sent by customers of the
COMPANY in a secure way.

Data transfer — Encrypted and stress-free with Cryptshare
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Befine Solutions AG — The Cryptshare Company
SchwarzwaldstraRe 151
79102 Freiburg

Germany

Phone: +49 761 / 38913-0
Fax: +49 761/ 38913-115
Email: info@befine-solutions.com

Web: www.befine-solutions.com
Register Court Freiburg, HRB 6144

CEO: Mark Forrest, Dominik Lehr
Chairman: Thilo Braun

VAT-ID: DE812922179

© 2018 Befine Solutions AG.

As of November 2018
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